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Approach

Tracing multiple systems

G E M U « ARM virtual machine

 Central device to collect and analyse

the traces

YOCtO .  * Safe communication : SSH

PROJECT
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Approach

Tracing multiple systems

Lttng - relayd Lttng - sessiond Lttng - sessiond
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Tracing multiple systems
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Lttng - relayd Ltthg - sessiond Lttng - sessiond
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Approach

Analyzing multiple traces

« What to monitor?

« How to monitor anomalies?
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Approach

Analyzing multiple traces

WHAT TO sl ikdae
MONITOR ssh authentication 9
sudo usage
shell commands Crypfo initialization llbpam events
Trace low-frequency \ Operating System I /
even-ts wherever { Applications l
possible to lower A new processes
overhead file open System Libraries 4 process exec
Eq, TCP file cregfe S System Call Interface o ptrace
S EEGR file unlink B VFS Sockets Scheduler
init: not TCP change mode File Systems TCP/UDP, \ Privileges «—— Sefuid
send/receive Volume Manager IP “ Virtual capability usage
: -
7Bl'cl>ck Device Interface Ethernet Memory $—__ page fault errors
- Nl X Devige Drivers | | \ process crash
partition table writes I
/ invalid packets
socket bind

kernel module load  TCP active connections
TCP passive connections ICMP suspicious packets
TCP port refused
UDP connections

Source : Slideshare - Security Monitoring with eBPF - Alex Maestretti, Brandan Gregg
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Approach

Analyzing multiple traces

« What to monitor?

« How to monitor anomalies?

@ python’
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Use-case

What's Mirai?

« Biggest DDoS attack ever seen : 3 Tbps, 500 000 devices
« IP surveillance camera, video recorder, router

o Twitter, Ebay, Netflix, Github, Paypal down via Dyn DNS
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Use-case

What's Mirai?

Victim’s server

connect

connect
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What's Mirai?
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Use-case

Future work

Lttng - relayd

192.168.1.186

Experiment

Lttng - deamon

192.168.1.226

ot ==

°
C&C Router
Network monitoring DNS
Debian Jessie Ubiquity nanostation M2
| OpenWRT
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Rpi2
Vulnerable device
Yocto | Busybox |
Telnetd



Context Approach

Future work

Use-case

Miral

o Telnet -> upload file -> chmod onit: 14,9 s
Using all the kernel tracepoints — live mode

Now

« Chmod on a new created directory: 1,33 s
execve, faccessat, chmod — snapshot mode (send 15s)

« Chmod on a new created directory: 0,98 s

faccessat, chmod — snapshot mode (send 0,7s)

No Network, not physical devices

Results
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Context

syscdll_eniry stalbd: 1 cpl_1d = £ p, 1 Tllehale =

syscall_exit_statB4: { cpu_id =2 }, { ret = 0, fil
Syscall_nntry_chmod { cpu_id =2}, { filename = "
syscall_entry_open: { cpu_id =1 }, { filename = "d
syscall_entry_lstat64: { cpu_id =1 }, { filaname =
syscall_exit_lstat64: { cpu_id =1}, { ret =0, fi
syscall_entry_stat64: { cpu_id =1 }, { fllﬂnamﬂ =

syscall exit_stat64: { cpu_id =1 }, { ret =0, fil
syscall_entry_chmod: { cpu_id =1 }, { filename = "
syscall_entry_execve: { cpu_id = 0 }, { filename =
syscall_entry_open: { cpu_id =1 }, { filename ="
syscall_entry_open: { cpu_id = 3 } filename = "d
syscall_entry lstaté4: { cpu_id = , { filename =
syscall_exit_lstats4: { cpu_id = ret =0, fi
syscall_entry_stat64: { cpu_id = filename =

syscall exit_statS4: { cpu_id et = 0, fil
syscall_entry_chmod: { cpu_id ilename =

syscall_entry_execve: { cpu_id filename =
sched_process_exec: { cpu_id = "
syscall_entry_unlink: { cpu_id
sched_stat_runtime: { cpu_id =
sched_switch: { cpu_id =1 },

sched_switch: { cpu_id =1 }
signal_generate: { cpu_id = .
sched_stat_runtime: { cpu_id =1 { comm = "dvrHe
syscall_entry_open: { cpu_id =1 }, { filename = "d
syscall_entry_stats4: { cpu_id = , 1 filename =

syscall exit_statfd: { cpu_id = }, { ret =0, fil
syscall_entry_lstaté4: { cpu_id = 3 }, { filename =
syscall_exit_lstat64: { cpu_id . foret =0, f1
syscall_entry_open: { cpu_id = { filename = "d
syscall_entry_unlink: { cpu_id { pathname =
fi
fi

{ pathname =

comm = "dvrHe
{ prev_conm = "dvrHel
{ prev_comm = "telnet
11} =5, errno =

syscall_entry_open: { cpu_id = lename = "d
syscall_entry_open: { cpu_id = lename = "d
syscall_entry_lstatgd: { cpu_id = filename =
syscall_exit_lstats4: { cpu_id = ret =0, fi
syscall_entry_stat64: { cpu_id filename =

syscall_exit_stats4: { cpu_id = et = 0, fil
syscall_entry_chmod: { cpu_id = ilename = "
syscall_entry_open: { cpu_id = 2 } lename = "d
syscall_entry_lstatB4: { cpu_id = fllﬂname =
syscall_exit_lstats4: { cpu_id = ret =0, fi
syscall_entry_stats4: { cpu_id = fllnnamn =

syscall_exit stats4: { cpu_id = ret = 0, fil
syscall_entry_chmod: { cpu_id = filename = "
syscall_entry_execve: { cpu_id = filename =
syscall_entry_open: { cpu_id = ilename = "
Syscall antry upnn { cpu_id 1nname "d

. M o 2l nmmn

i
o

fdvrHelper”,

“dvrHelper", mode

JdvrHelper®,

SdvrHelper”,

Approach

avrHe Lper

ename = "dvrHelper", statbuf

dvrHelper", mode = 511 }

wrHelper", flags = 131649, mode = 438 }
"dvrHelper", statbuf = Ox7EF43E70 }

lename = "dvrHelper", statbuf = Ox7EF43B70 }
"dvrHelper”, statbuf = Ox7EF43B70 }

ename = "dvrHelper", statbuf = Ox7EF43B70 }

dvrHelper", mode = 511 }

" /dvrHelper", argv = Ox147FDAG, envp

flags = 131072, mode = @

wrHelper", flags = 131649, mode = 438
"dvrHelper”, statbuf = Ox7EEBCE7O }

lename = "dvrHelper", statbuf = Ox7EEBCB70 }
"dvrHelper”, statbuf = Ox7EEBCE70 }

ename = "dvrHelper", statbuf = Ox7EEBCB70 }

=511 }

" /dvrHelper", argv = Ox147FC38,

tid = 478, old_tid
" fdvrHelper" }

lper", tid = 478,

. SLEATDUT = Ux/EUsUBESY F

= Bx7EDEBDB7O }

Ox147ESDO }

envp = Ox147E5D0 }
= 478 }

runtime = 1458333, vruntime = 454638527 }
per", prev_tid = 478, prev_prio = 20, prev_state = 1024,
d", prev_tid = 306, prev_prioc = 20, prev_state = 1, next_comm =
0, code = 0, comm = "dvrHelper", pid = 478, group = 1, result
lper", tid = 478, runtime = S51719, vruntime = 455190246 }
vrHelper", flags = 131649, mode = 438 }
"dvrHelper", statbuf = Ox7EBB2BS8 }
ename = "dwrHelper", statbuf = Ox7ESE2B9S }
"dvrHelper", statbuf = Ox?EBB2ﬁ#O Iy
lename = "dvrHelper", statbuf =
vrHelper", flags = 131265, mode
“dvrHelper® }
wrHelper", flags = 131265, mode
wrHelper", flags = 131649, mode =
“dvrHelper", statbuf = Ox7ED77B70 }
lename = "dvrHelper”, statbuf = Ox7ED77B70 }
"dvrHelper", statbuf = Ox7ED77B70 [
ename = "dvrHelper", statbuf = Ox7ED77B70 }
dvrHelper", mode = 511 }
wrHelper", flags = 131649, mode
“dvrHelper", statbuf = Ox7EB4BB7O }
lename = "dvrHelper”, statbuf = Ox7EB4BB70 }
"derelper statbuf = Ox7EB4BB70 }
ename = "dvrHelper", statbuf = Ox7EB4BB70 }
dvrHelper", mode = 511 }
", fdvrHelper", argv = Ox1452DA0, env | =
flags = 131072, modﬂ =0}
= 131649, mode = 438 }

e Lol U e T NN

=0}

= 438 }

0x1451500 }

vrHelper", flags

o A 4 tl
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¢ durHelper

next_comm = "telnetd",
"dvrHelper”, next_tid

Future work

Results

& lsurlsa

next_tid = 308, next_p
= 478, next_prio
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Context Approach Use-case

Future work
. . . . -
- ‘ Detection rules? Machine learning:
 Physical objects
. . Tradeoff between snapshot frequency,

nomber of tracepoints to monitor and

performance of the device
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Context Approach Use-case Future work

Thank you!

Questions? Suggestions? Solutions?

robin.gassais@polymtl.ca
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